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CTATBU HA PYCCKOM A3BIKE

TEXHUYECKHE HAYKH

KIIACCUDPUKALIUA U AHAJIN3 YT'PO3
BE3OITACHOCTH, BOSHUKAIOINNUX
TP NCITOJIB30OBAHUU NCKYCCTBEHHOI'O
HUHTEJUJIEKTA B KUBEPATAKAX

Ilanopommnuviin Hukuma Bnaoumupoguy

uccneoosamenb,
P®, 2. Kpacnooap

CLASSIFICATION AND ANALYSIS OF SECURITY
THREATS ARISING FROM THE USE OF ARTIFICIAL
INTELLIGENCE IN CYBER ATTACKS

Nikita Paporotny

researcher,
Russia, Krasnodar

AnHotanms. C pe3KuM CKayKOM TEXHOJOTHI MAIIMHHOTO OO0Y4eHHUS
Mup KubepOe30macHOCTH u3MeHmWICs. [ BRIMOTHEHNsT 0a30BbIX aTaK J10-
CTATOYHO KaYeCTBEHHO OITMCATh, YTO HEOOXOIMMO, M HCKYCCTBEHHBIH HHTETI-
nekt (M) caoemaer 3to. I B aBTOMaTHYeCKOM pexxuMe oOpabaThIBaeT
6OHBLHOﬁ MacCuB I/IH(I)OpMaI_II/II/I 1 NpCACTABIACT B HY>)KHOM BUC, YTO IMTO3BO-
JIIeT MPOBOIUTH IeJICHANPABIICHHY0 (UIIMHIOBYIO aTaky. B cratbe pac-
cmarpuBaercs ponb (MW) B nmpoBeneHnn kubeparax.

Abstract. With the surge in machine learning technologies, the world
of cybersecurity has changed. To perform basic attacks, it is enough to de-
scribe qualitatively what is needed, and artificial intelligence (AI) will do it.
Al automatically processes a large amount of information and presents it in
the desired form, which allows for a targeted phishing attack. The article dis-
cusses the role of (Al) in conducting cyber attacks.
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phishing.

B 2023 romy I marnyn ganexo ruepen [2]. Ha cerogasmrHmii 1eHb,
TEXHOJIOTUH MAIIMHHOTO 00YYEHUs HCIIONB3YIOTCS MOBCEMECTHO. TEXHOIO-
run UM BHeOpsIOTCS B pa3lUYHBIC OTPACIH: B MPOMBIIIICHHOCTD, MEIH-
LIMHY, CEJIbCKOE XO35AHCTBO, TOPIOBIIO, HMHAYCTpHUIO pa3BiedueHuid. MU
MIPUMEHSETCA ISl PAa3UYHBIX 3a]ad aBTOMATH3aIMH PabovnX MpPOIECCOB.
Iupokue BO3MOXKHOCTH MAIIMHHOTO OOY4YEHHS HUMEIOT OOJBIION MOTEeH-
[Mal, ¥ MPHUBJICKAIOT BHUMAaHUE KHUOEPIPECTYNMHHUKOB. 3JIOYMBIIUICHHUKU
BHEJPAIOT Bo3MOkHOCTU MV B pa3nuyHble 3Tanbl aTaku Ha KOMIBIOTEPHYIO
cucreMy. B atoii crarbe Mbl 00cyanm, kak MU criocoOCcTByeT nmpoBeaeHuio
YCIEUIHBIX aTakK.

[poruBozeiictBoBate UM moxer tomsko M. Heobxomumo co3nathb
KJaccudukauio ncronszosanus MU npu nposenennn kudeparak. Ornpas-
HOMU TOYKOM 17151 popMHUpOBaHMS KiTacCH(UKALNS OIPEIEIUM METOI0IIOTHIO
«Penetration Testing Execution Standard» [5].

Knaccudpukamus npumenerns M B xubepaTakax BBITIIOAT CIETYIO-
M 00pazom:

1. Pa3Benka u coop undopmanuu.

MonenupoBaHue apXUTEKTYPHI.
AHanm3 ysi3BUMOCTEH.
Co3naHue Moyie3HoM Harpy3KH.
JlocTaBka Mojae3HOM Harpy3KH.
OKcInTyaTanus ya3BUMOCTEH.
Co3naHue TOUYKH OTIOPHI.
YnpasneHne 1 KOHTPOJIb.

. JleiicTBue Ha 11eNH.

Ha srame pasBenku u coopa uapopmarmu N MoxeT: aHATU3UPOBATH
00IIeTOCTYTHBIE HCTOYHHUKH (COMAIEHBIC CETH, BeO-CalThI, 0a3bl TaHHBIX)
W HaXOJAWTH yTEKIINE YUYETHBIC NAaHHBIC U KOHQHICHINATbHYIO WH(pOpMa-
U0, MPOQMINPOBATh COTPYAHUKOB OpPTaHW3AIUH, IS ONpEACICHUS WX
POJb B OpraHU3aNH, ONTHMU3APOBATH MPOIECC CKAaHUPOBAHKE, COCPEHOTa-
YHBasiCh Ha HanOoJiee BEPOSTHBIX YA3BUMBIX CEPBHCAX, MPEACTABIIAT JaH-
HBIE B JII0OOOM (opmate sl UCIOIB30BAHUS B IPYTUX HHCTPYMEHTAX.

Ha BTOpom 3tane, ¢ npumenenrem M Bo3MOKHO IpakTUYECKH IMOJ-
HOCTBIO BOCCO3/1aTh apXMTEKTypy HccleayeMoro npuioxkeHus. IIposectu
IpeaBapuTebHOE TECTUPOBAHHUE UCTIONb3YeMBbIX TexHonorui. [TocMoTpers,
KakK paboTaloT CEPBUCHI, KaK IIPOUCXOAUT OOMEH JaHHBIMH.

VPN U AW
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Ha tperbeM aTane, npu Hanuuuu ucxogHoro koga, MM ananusupyer u
MIOKa3bIBAET U3BECTHBIC YSI3BUMOCTH B KoJie [ 1], KOTOpbIE MOKHO ITO3KCILTY-
arupoBats. C npumenernem MU 3ToT nporiecc CTaHOBUTCS MTHOBEHHBIM.

Ha sTane co3panus nonesHoi Harpy3ku MU renepupyeT BpeJOHOCHBIH
KOJ: TOTMMOP(QHEIC U METaMOP(UIECKUE BUPYCHI, CIIOCOOHBIC N30eraTh 00-
Hapy>KeHHUS] CHTHATYpPHBIMH aHTHBHPYCAMH, TaK K€ BO3MOXHaA 00(ycKarms
Ko/1a, 9T00BI €ro OBIIO CII0KHEE TPOAHATM3UPOBATh U 00HAPYKUTh. [Iprme-
Herre MU cmocoOHO aganTHpoBaTh MOJIE3HYIO HAarpy3Ky Moz JIF00yro onepa-
LHOHHYIO CUCTEMY.

JocTtaBka nosie3Hoit Harpy3ku ¢ npumeHenreMm MU nepena Ha HOBBIH
9Tan nepcoHaauzupoBanHoro ¢pummnra «deepfakey [4]. UM renepupyer du-
HIMHTOBBIE COOOLIEHHSI 1101 KOHKPETHOTO MOJIb30BaTEJIsl, I03BOJISIET HCIIOJb-
30BaTh AUNQENKH, U BEIauy ceds 3a JOBEPEHHBIX JIMLI, PaCcChIIaeT CrlaM-
COOOIIEHHNS C BPEOHOCHBIM COJIEPKUMBIM, OIIPEAEIISIET ONTUMAaIbHBIC ITyTH
noctaBku BpenoHocHoro 10O, u3beras cucteM oOHapy>KEHHsI BTOP)KEHHH U
HCIIONIb3YEeT MalllMHHOE 00yYeHHe AJIs aJlalTalliy IIpoliecca B3IoMa rmaposei
K KOHKPETHBIM I10JIb30BaTeIsIM [ 1], aHAIM3KUPYyIO MX HMEHA, 1aThl POXKACHHS,
YBIICUEHHUSI, PO 3aHATHH U ApyTyIo HH(popManuio.

Ha srane skcrutyarauun ysizsBumocteid MU MoxeT: aBTOMaTuyecku
9KCIUTYyaTHPOBAaTh M3BECTHBIE YSI3BUMOCTH, aHAIN3UPOBATH PabOTHI CHCTEM
3aIUTHl (AHTHBHUPYCOB, ()acpBOIIOB, CUCTEM OOHAPYKCHHUS BTOPKEHHIA),

WU criocobeH co3naBaTh XOpOIINe TOYKH OMOPHI, 00XOJUTh CTaHApT-
HBIE MEXaHU3MBI 3alUThl ONIEPAIIMOHHON CHCTEMBI, CKPBIBAThCS OT OOHApy-
KEHUsI, HCIOIb3YI0 TEXHUKN PYTKUTOB M CTeraHorpaduu, 1 mpucyTCTBOBAaTh
B CUCTEME, JjaXe MOocIIe Iepe3arpy3Ku.

Ha srane ynpasnenus u koutposst MU mosxker: aBToMaTuyecku cos3aa-
BaTh M TOAJCPKUBATH HWHPpACTPyKTypy ynpasieHus u koHtposs (C&C),
BKJTIOYAs] PETUCTPALIUIO HOBBIX JOMEHOB, IIepeHAaNpaBiIeHue U IUPpOBaHUE
TpaduKa, MEHITh MECTOIOI0KEHHE, YTOOBI 000HTH OrpaHUYEHUs 1 OIOKH-
POBKY, NPHUMEHATh NPHEMbl MHKANCYJSIIUA U 3KCOWIBTpAlUU NAaHHBIX H
yIpaBisATh OOTHETAMH.

Ha ¢unansHOM 3Tarie, pajju KOTOPOro OCyIIecTBIsuIach ataka, I moxer:
HaXOAWTh U WACHTU(PHUIMPOBATH KPUTHUECKYO HHPOPMALIHIO, MA(POBATh JaH-
HBIE, KoOpauHIpoBaTh DDoS-ataku 1 pacripocTpaHsTh ne3uHpopMariio [3].

Takum o0pazom, N1 MoxxeT W3MEHHUTH OanaHC CHII MEXIY aTaKyro-
OMMH W 3alMIIarOIIuMHU. TlosBAAIOTCS HOBBIC CpeacTBa 3alldThbIl, MEXa-
HU3MBI KOTOPBIX HCIIOJB3YIOT TEXHOJIOIMH MALIMHHOTO OOYyYeHHs Ui
oOHapy>keHHsl KuOepaTak, HO IIEJIEBYI0 CHCTEMY H3Y4alOT MECSLaMHM, 4TO
JlaeT 3JI0yMBIIUICHHUKaM HEKOe MpeuMyIlecTBO. V3yuyeHune U ocBelieHHe
JTAHHOM TEMBI, TOMOXET CIEeUaINCTaM 110 HH(POPMAIIMOHHOW O€3011acHOCTH
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BBICTPAMUBATh 3aLIUTY LIEJIEBOM CUCTEMBI, KOTOPast CMOXKET ITPOTHBOEHCTBO-
BaTh Yrpo3aM pPeaabHOI0 BPEMEHH.

CnuHcok 1uTepaTypsl:
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IKOHOMMUKA

AHAJIN3 ®UHAHCOBBIX ITOKA3ATEJEN
XO03AMCTBYIOIIUX CYEBEKTOB ASEPBAMI)KAHA:
MEXOTPACJIEBBIE 1 MEXKXAYHAPO/HBIE
COIIOCTABJIEHUSA

Hcaesa I'onvana Bazugh kvizo

O0oKkmopaunm,
Bakunckuii 2ocydapcmeenwiti ynusepcumem,
Aszepbartioxcan, 2. baky

AHHOTanmsi. B cCOBpeMEHHBIX 9KOHOMUYECKUX YCJIOBUIX aHaU3 (H-
HAHCOBOT'O COCTOSTHHUS XO3SIMCTBYIOMIMX CyOBEKTOB UMeeT 0ONbIIoe 3Haue-
nue. Ha QoHe nuBepcnpukanuy 3KOHOMHKHA W DPa3BUTHS HEHEPTSHOTO
cekTopa B AzepOaiimkanckol Pecry0Onrke cpaBHUTENBHBIN aHanu3 GuHaH-
COBBIX TOKa3aTeJeld opraHu3alui, IEHCTBYIOIMINX B Pa3IH4HBIX cdepax,
crai enie Oosee akTyanbHbIM. DUHAHCOBBIN aHANN3 SBISIETCSI OCHOBHBIM HH-
CTPYMEHTOM OIIEHKH 3(p(HEeKTHBHOCTH XO3SHCTBEHHOW AEATEIHHOCTH Opra-
HU3aIMH W TIPOTHO3MPOBAHMS TEPCIEKTHB pa3BUTHA. CpaBHUTEIBHBINA
(hMHAHCOBBIN aHANN3 XO3AUCTBYIONINX CYOBEKTOB B A3epOalikaHe, MeXKOT-
pacieBble COMOCTABICHMS UTPAIOT BAXKHYIO POJIb B OIIEHKE OOIIET0 COCTOS-
HUSI 9KOHOMUKH CTPaHbI U IPUHATHN HHBECTUIIMOHHBIX PEIICHHH.

KaioueBbie ¢ji0Ba: GUHAHCHI, CTAHIAPT, METOIOJIOT U, aHAIM3, CPaB-
HEHHUE, PUCK, YCTOWIHBOCTh

C TOYKH 3peHHUs] METOAOJIOTHH (PUHAHCOBOTO aHAIN3a U MEXAYHAPO/I-
HOTO OITBITA MOKHO OTMETHTB, YTO CpeIHHH KO3((GUINEHT TeKyIeH JHK-
BUJHOCTH TPOMBINIJICHHBIX NPEINpHUITH B A3epOaimkane Koiebiercs B
auanasone 1,8-2,2. Jnst cpaBHeHHs, B TypLuu 3TOT NOKa3aTeNnb HAXOJUTCS
B nuanasone 1,5-1,9. B EBpone HopMaTUBHBIM cuMTaeTcs 3Hauenue 2,0-2,5.
Tot dakr, yro K03PPUIHEHT TeKyIell TUKBUIHOCTH HEMEUIKNX HMPOMBIIII-
JIEHHBIX MPEANPUATUI HaXOOUTCs B Auana3oHe 2,1-2,4, CBUAETENBCTBYET O
HaJIMYUH y HUX 0oJee HaAEKHBIX CUCTEM (DMHAHCOBOTO MIAHUPOBAHUSL.

B ¢unancoBom cexrope AzepOaiimkana k03¢ GUIHEHTHI INKBUIHOCTH
0aHKOB (HDOPMHUPYIOTCSI B COOTBETCTBHU C HOPMATHUBHBIMH TpeOOBaHHAMU
HenrtpanpHoro 0aHka, ¥ 3TH IOKa3aTeNln HaXomsiTcsa B auanasone 25-30%.
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Xors B Poccuiickoii ®enepauyy HOPMAaTUB JIMKBUIHOCTU COCTaBIISIET
10-15%, B AzepOaiigkane Ooee BEICOKHE TPEOOBAHMS HAIIPABJICHbI HA CHHU-
JKEHUE PUCKOB HECTAOMIILHOCTH.

Jlnist onieHKH pUHAHCOBOM YCTOWYHBOCTH HCHONB3YIOTCS KO3 QUIIMEHT
aBTOHOMMH U TIOKA3aTeIH JONToBoi Harpy3ku. Cpenuuii koaddunment as-
TOHOMHH a3epOail/UKaHCKUX TPEANPHUATHA BapbUpyeTCs B AWAIa30HE
0,6-0,7, 4TO COMOCTaBUMO C MOKAa3aTeNsIMU CKAaHIWHABCKUX CTpaH. Y JaT-
CKUX TpeAnpuaAThii 3ToT K03 durment cocrasister 0,65-0,75 u cBunerens-
CTBYET O BBICOKOH (PHTHAHCOBOI YCTOHYNBOCTH.

C TOYKM 3peHHs JOJITOBOM HArpy3KH CpeIHUH IMOKa3aTelb azepOaii-
JOKAHCKUX XO3AHCTBYIOIMX CyOBeKTOB HaxoaurTcs B auamasone 0,3-0,4. B
Typiuu 3TOT MokazaTenb HaxoauTcs Ha ypoBHe 0,45-0,55, uTo oTpaxkaer 6o-
Jiee BBICOKYIO JOJTOBYIO Harpysky. Mcmonbe3oBaHue 3aéMHOrO KamuTaia B
aMEepUKAHCKUX KOpHopalusx Bapbupyercs B auanazone 0,4-0,6 u cooTBeT-
CTBYET CTPATEruu HCIOJIb30BaHUs HAJIOTOBBIX JIBIOT.

B cBoto ouepe/p, METOIOIOTHIO (PMHAHCOBOTO aHAJIM3a MOYKHO PacCMOT-
PETh B CpaBHUTEIBHOM paspese 1o cekropaM. Hedrerasosbiii cexrop AsepOaii-
JUKaHA SIBIISIETCS OCHOBHOM IBIIKYIIIEH CUIION SKOHOMUKH CTpaHbl. DUHAHCOBEIE
TIOKa3aTeNN KPYITHBIX KOMITAaHHH CEKTOPa KOHKYPEHTOCIIOCOOHBI TT0 CPaBHEHHIO
C MEXIyHAapOAHBIMH HEe(TSHBIMH KOMMaHUAMH. (HHAHCOBBIE ITOKA3aTeln
SOCAR neMOHCTpHPYIOT aHAJIOTUYHYIO JUHAMUKY B CPAaBHEHHUH C HOPBEKCKON
xommanuer Equinor. PeHtabensHOCTh aKTHBOB 00EMX KOMITaHMH KOJIeOIeTCs B
Juanaszone 10-14% u oTpaxkaeT HMKIMYHOCTB CEKTOpA.

B sHepreruyeckoM cekTope (GPMHAHCOBBIE MTOKA3ATENN «A3CPIHEPIKI»
U PErHMOHAJBHBIX 3JIEKTPOCETeH NEeMOHCTPUPYIOT XOPOIINE Pe3yNbTaThl MO
CPaBHEHMIO C 3HEprokommnaHusmu ctpad Bocrounoil Esponsl. Ilo cpaBHe-
HUIO ¢ mojbcko kommanue PGE u dvemickoit rpymnmoit CEZ, monrosas
Harpy3ka 3HepreTHUeCKHX MPeNpHUITHi A3epOaiikana HIXKe, a UHAHCO-
Basg yCTONUMBOCTH BBIIIE. DTO CBSI3aHO C YCIEIIHOCTBIO TOCYAAPCTBEHHON
MOJ/IEPKKH U NHBECTUIIMOHHOH MTOJTUTHUKH.

PenTtabenpHOCT a3zepOaifPKaHCKIX KOMITAaHHH B TIHIIIEBOM IPOMEBIIILICH-
HOCTHU cocTaBisieT 12-18%. Y Typelkux ruraHToB NUIIEBOM MIPOMBIIITIEHHOCTH
OHa HaXxOJWTcs B Auamna3oHe 15-22% u sisiercst pe3yapTaToM 6oree 3 ¢exTus-
HBIX cTpaternii OpeHauHTa. PeHTabebHOCTD HEOOIBIINX TPy3UHCKHX IHIIEBBIX
TIPeANPUSTHHA cocTaBisieT 8-14%, 9To CBUIETENBCTBYET 00 OCOOCHHOCTSIX Aes-
TENBbHOCTH, OPUEHTUPOBAHHON HA MECTHBII PBIHOK.

DurHaHCOBBIE TIOKA3aTEIN CTPOUTEIBHOIO CEKTOpa JEMOHCTPUPYIOT BbI-
COKYIO BOJaTWIIBHOCTE. Koa(huumeHT Texyiel JIMKBUIHOCTH KPYIIHBIX CTPO-
UTEJIbHBIX KOMIIAaHWIM BapbUpyeTcsl B AuanasoHe 1,2-1,8, 4yTo cOOTBETCTBYET
XapakTepucTHKaM cekTopa. B crpoutensHoM cextope TypLiuu 3TOT oKa3aTeib
cocrasisieT 1,1-1,6 1 oTpaxkaeT CX0XKUE CTPYKTYPHBIE ITPOOIIEMBI.
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@DuHaHCOBBIE MOKa3aTeNM a3sepOaliKaHCKUX KOMIIAHHHA B CEKTOpE HH-
¢dopmarmonssix texHonoruit (MUT) crpemurensHo yiydmmarorcs. [Tokasarenn
peHTabeNbHOCTH BapbUpYyIOTCs B uanasone 25-40%, 4To CBHIETENIBCTBYET O
CITIOCOOHOCTH CEKTOpa CO3/1aBaTh BBHICOKYIO JIOOABJIEHHYIO CTOMMOCTb. JCTOH-
ckue IT-kommanmm (Skype, Wise) nmetor penradensHocTs 30-50%, 9To 1eMoH-
CTpUPYET MPENMYIIECTBA MOIIIHOM TEXHOJIOTHIECKON Oa3bl.

AszepOaii/DkaHCKHE XO3SHCTBYIONIHE CyOBEKThI OBEPKEHBI 3HAUUTENb-
HOMY BJIIOTHOMY PHCKY. B 9acTHOCTH, IpEIpHATHS, HCTIONB3YIOIINE NMITOPT-
HOe 00OpyIOBaHME M CHIPhE, MOABEPIKEHBI BIMSHUIO KOJeOaHHHA OOMEHHOTO
Kypca maHara K goyutapy CHIA. OmbIT HOpBEKCKUX KOMITAHHUI MTOKA3BIBAET, YTO
CHCTEMATHYECKOE MCIIOJIb30BaHNE NHCTPYMEHTOB XEIKUPOBAHHsI HEOOXOIMMO
JUTsl YIIPABJICHUS BATIOTHBIM pHCKOM. OrpaHU4YeHHast IOCTYTHOCTh HHCTPYMEH-
TOB X€/PKMPOBaHUs B A3epOaiipkaHe ONTAIKMBAET PEJIIPUSITHS K CTpaTerusiM
€CTECTBEHHOT'0 Xe/pKupoBanus. OnbIT Typiiu MoKa3bIBaeT, YTo B CTpaHax C BbI-
COKOI BONATHJIFHOCTBIO BAIIOTHOTO Kypca (PMHAHCOBOE IUIAHMPOBAaHUE TPE-
TIPUATHI OTpaHIYEHO KPATKOCPOUHBIMHU TIEPHOJAMH. AHAIOTUYHAS CHUTYalus
HaOroaercst 1 B Azep0aiipkane, 94To co3aeT TpYAHOCTH IPH IPUHATHH J0JT-
TOCPOYHBIX HHBECTHIIMOHHBIX PEIICHHUH.

B ¢uHaHCOBOM CEKTOpE MUIS OLIEHKH KPEIUTHOTO PHCKA IIPHMEHSFOTCS
MEXXIyHapOAHBIE CTaHAAPTHL. J{071st pOoOIIEMHBIX KPEIUTOB B a3epOaiikaH-
CKHUX 0aHKax cocTaBisieT 5-8%, 4TO COOTBETCTBYET CPEJHUM PETHOHAIBHBIM
rokasaressiM. B rmonbckux GaHKax 3TOT MOKa3aresb cocTaBisieT 3-5% u sB-
JISIETCS pE3yNIbTaTOM O0Jiee KECTKOH KPEIUTHON TTOJUTHKY.

B HedmHancoBOM cexkTope OOIBIIOe 3HAUEHHE MMEET yIpaBlieHHE Jie-
OUTOPCKOM 3a10KCHHOCThI0. CpeIHUI CPOK 000payrMBaeMOCTH JICOUTOP-
CKOW 33/I0JDKEHHOCTH Ha a3epOail/KaHCKUX TMPENIPHUITUSIX COCTABISET
45-65 nueii. B HeMelKUX KOMITAaHUAX TOT MOKa3arelb coctaBui 30-40 nHeH,
YTO CBUAETENLCTBYET O Ooiyiee H(PPEKTUBHOM YIPaBICHUHU LENOYKAMH I10-
craBok. HeoOXonMuMo yCHIMTh CHCTEMBI BHYTPEHHErO KOHTpOJIS B cdepe
yIpaBJIeHUs] ONEPAllMOHHBIMA PUCKaMHU Ha a3epOaipkaHCKHUX NpenipHs-
tusix. [Ipumenenne crangaproB COSO (KomuTeT oprann3anuii-cioHCOpOB)
LIMPOKO PACTIPOCTPAHEHO B MEXIyHAPOIHOM NPaKTHKE W IIOCTENEHHO BHEA-
psetcs B AzepOaiimxane.

CoBepIICHCTBOBAaHNE CTaHIAPTOB KOPIOPATUBHOTO YIPABICHHUS BAXKHO
JUTS TIOBBIIICHNST (PUHAHCOBOM TPOo3padHOCTH. OIBIT DCTOHNH TTIOKA3bIBALT, YTO
NPUMEHEHHE CHCTEM 3JIEKTPOHHOTO yIpapiieHus siBisieTcsi 3(p(eKTHBHBIM HMH-
CTPYMEHTOM MOBBILIEHHUS TOJOTYETHOCTH U YITyUIlIEHHs KaueCTBa (PMHAHCOBBIX
nokasatenell. [IpuMeHeHne HHCTPYMEHTOB HCKYCCTBEHHOTO MHTEIUIEKTa U Ma-
IIMHHOTO 00YUYeHHsT HEOOXOIMMO JITsI TIOBBIIICHHUSI KauecTBa (PMHAHCOBOTO aHa-
mm3a. OmbIT uHCKOTO Oanka Nordea MoKasbIBaeT, YTO aBTOMATH3HMPOBAHHbBIC
CHCTEMBI aHAJIM3a CHIKAIOT KOJIMYECTBO OIIMOOK, CBS3aHHBIX C YEJIOBEUECKHM
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(axropom, Ha 60-70% U YCKOPSIIOT Ipoliece aHau3a. [I[puMeHeHne aHaIorHy-
HBIX CHCTEM B A3epOaiiJukaHe TakKe MOXKET MOBBICUTH TOYHOCTH (PUHAHCOBOTO
aHaM3a.

Hcxonst n3 omblTa 3CTOHCKOW MPOTrpaMMbl 3JIEKTPOHHOTO PE3UIEHT-
CTBa, PEKOMEHIyeTCs co3laHue MUPPOBHIX TuiaThopM. C MOMOIIBIO ATHX
mw1athopM CyOBEKTH PEANPHHIMATEIECTBA MOTYT OTCIICKHBATH CBOH (HH-
HAHCOBEIC TIOKA3aTeNIN B PEIKIME PEaTbHOTO BPEMEHH U CPABHHUBATH HX C OT-
pacieBsIMH 3TaOHaMH. [[puMeHeHne HOBBIX MEXTyHApOTHBIX CTAaHIapTOB,
takux kak MC®O (IFRS) 17 (crpaxoeie noroBopsr) 1 MCOO (IFRS) 16
(JTM3WHT), MOXKET TOBBICHTH MOJOTYETHOCTh a3epOalPKaHCKUX MPEATIPHS-
Tui. ONBIT HEMCIKUX U T'OJUIAHACKHX KOMHaHHﬁ, BHCAPHUBIIUX 3TU CTaH-
JapThbl HA paHHEM JTale, IMOKa3bIBacT, YTO HepeXO)IHBIﬁ nepuoa 3aHNMMacT
2-3 rona v TpeOyeT JIOTIOTHUTEIBHBIX WHBECTHUIIHH.

OmnbIT AaTCKUX KOMIaHui B obnactu oruérroctd ESG (skomorus, co-
nuaieHas cdepa, yrpaBieHue) BaxeH it AsepOaitmkana. MHTerpaus mo-
Kazarejel yCTOMYMBOTO pa3BUTHS B (DMHAHCOBHIA aHANHW3 ITOBBIIIACT
HMHTEpEC MHBECTOPOB M PACHIMPSIET BOSMOXKHOCTH INPHBJICYCHUS KaluTaja.
Mertoo0THs MHBECTHIIMOHHOTO aHanm3a Hopeexckoro GpoHma HamoHab-
HOTO 0JTarOCOCTOSTHHSI MOXKET OBITH MCIIOJIb30BaHa B pa3BUTHH ombITa ['ocy-
mapcTBeHHOTO HedrssHOro QoHma AszepbaiimkaHa. HopBexckuii OmbIT B
00J1acTH ONTUMU3AINHA COOTHOIIEHHS PUCKA M JOXOIHOCTH U AUBEpCH(PHKa-
uuu noptgelis MpeCTaBiseT HEHHOCTb.

CpaBHHUTENBHBIN aHATNW3 (PUHAHCOBOTO AHANM3a ACATEINFHOCTH XO3SH-
CTBYIOIMX CYObeKTOB A3epOaii/pkaHa JaeT IeHHY0 HH(QOPMALHIO O TEKYILeM
COCTOSIHUM SKOHOMHKH CTpaHbl. B mporecce nuBepcu(UKaniy SKOHOMHUKA
HaOJIIOAAIOTCSI pa3InyHbIe TEMITbI Pa3BUTHS M (PUHAHCOBBIE XapaKTEPHCTUKU
Pa3IMYHBIX CEKTOPOB. AHAJIM3 MOKAa3bIBAET, YTO HAIMYKE Y KaXKIOTO CEKTOopa
coOCcTBeHHOTO (pUHAHCOBOTO Ipoduiist TpeOyeT NPUMEHEHHS OTPACIIEBBIX TI0/-
XOJIOB. XOTsI CEKTOPBI HHPOPMAIMOHHBIX TEXHOJIOTHI U yCIIYT IEMOHCTPUPYIOT
BBICOKYIO PEHTa0EIbHOCTD, TPaJUIIOHHBIE IIPOMBIIIUICHHbIE CEKTOPHI Ipeoliia-
JIAIOT C TOYKH 3pCHUsI (PHAHCOBOH yCTOHUYMBOCTH.

Jnst moBbienust 3(¢GeKTHBHOCTH (DPMHAHCOBOrO aHANM3a B Oymyiiem
HEOOXOIMMO KOMIUIEKCHOE TIPAMEHEHHE METOIOJIOTHUCCKIX MHHOBALIMMA, WH-
CTUTYIMOHAJIBHOTO Pa3BUTHS M TEXHOJIOTHUECKUX PEIICHHUA. IT0 OyIeT Crioco0-
CTBOBaTh KaK WHIVBHAyaTbHOMY Ppa3BHTHIO OpraHM3aldi, Tak u
(hopMHUpOBaHHMIO OOIIIEH SKOHOMHUYCCKOW MOMUTHKH. [IJIsl yCTOHIMBOTO pPa3BH-
THsI SKOHOMHUKH A3epOaiimkaHa BayKHO MOBBIIICHHE (DHMHAHCOBOH 3P (EKTHBHO-
CTH XO3SHCTBYIOIIMX CYOBEKTOB, OOeCIieueHie cOAIaHCUPOBAHHOTO PAa3BUTHS
BCEX CEKTOPOB U ITPOJIOJKEHHE POLIECCOB a/IANTAIMK K MEXKTyHapPOIHBIM CTaH-
Japram.
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Abstract. The study investigated the physicochemical properties of
polyethylene glycol maleate (p-EGM) solutions in acrylic acid and their prod-
ucts after “cold” curing. The weight-average molecular weight of p-EGM was
determined by GPC, while the degree of unsaturation of both the initial pol-
yester and the obtained copolymers was evaluated using the bromide—bro-
mate method. The viscosity of the polymer—monomer mixtures was measured
by viscometry, and density values were obtained using pycnometric (solu-
tions) and hydrostatic (cured products) methods, which further allowed cal-
culation of the overall shrinkage. The copolymer composition was analyzed
by HPLC, swelling degree was determined gravimetrically, and structural
identification was carried out using IR and 'H NMR spectroscopy. SEM was
employed to study surface morphology. The findings demonstrate the possi-
bility of controlling the properties of cured unsaturated polyesters by varying
the initial composition of the polymer—monomer mixtures, enabling the de-
sign of polymer matrices for bulk products with favorable physicochemical
characteristics.
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Thermosetting polyester binders are widely applied across multiple in-
dustries due to their stability and resistance to environmental factors [3,9]. In
the automotive sector, they are employed for producing high-strength com-
posites, coatings, and durable adhesives [11]. In aerospace, polyester binders
serve as lightweight yet strong structural materials capable of withstanding
elevated temperatures and mechanical stresses [10,12]. In construction, they
are used in concretes and mixtures to enhance strength and resistance to en-
vironmental impacts [14,15], as well as in advanced insulation materials for
thermal and corrosion protection in construction and electrical applications.

A key direction in the development of thermosetting polyester binders
is the design of polymers with tailored properties for specific technological
applications. This is achieved by introducing additives and fillers that allow
adjustment of mechanical, thermal, and chemical characteristics; for exam-
ple, minerals and carbon fibers enhance strength and environmental re-
sistance. Due to the presence of unsaturated bonds, polyesters undergo
crosslinking to form three-dimensional networks, which improve mechanical
performance, thermal stability, and chemical resistance. By varying mono-
mer ratios and curing methods, the properties of unsaturated polyesters can
be modified to meet modern requirements. Current research aims at improv-
ing resistance to UV radiation, mechanical strength, and adhesion, expanding
their use in electronics, biomaterials, and nanocomposites [11,14].

The curing reactions of unsaturated polyesters with styrene [1] and me-
thyl methacrylate [2] are well documented, but no studies report the use of
unsaturated carboxylic acids as solvent-curing agents for polyester binders.
Our earlier work examined polyethylene(propylene)glycol fumarate curing
products as potential polymer matrices for hermetic materials [4,13]. The pre-
sent study focuses on the physicochemical properties of polyethylene glycol
maleate (p-EGM) solutions in acrylic acid (AA) and their cured products,
evaluating the potential of the p-EGM—-AA system as a thermosetting poly-
ester binder for filler materials with minimal mineral additives. Thermoset-
ting polyester binders have gained wide application in modern industry due
to their outstanding performance properties, such as high strength, thermal
and chemical resistance, and long-term durability under various environmen-
tal influences. These characteristics explain their active use in diverse indus-
trial sectors. In the automotive industry, they serve as a basis for high-strength
composites and protective coatings, while also being applied in adhesive for-
mulations to ensure durable joining of different materials. In the aerospace
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sector, polyester binders are employed in the production of lightweight yet
robust structural materials that are capable of withstanding extreme operating
conditions, including elevated temperatures and mechanical stress. Their role
is also highly significant in construction, where they are used as polymer
binders for concretes and mixtures in order to enhance mechanical strength
and environmental resistance. Furthermore, polyester-based systems are in-
volved in the fabrication of advanced insulation materials, providing protec-
tion against high temperatures and corrosion in both the construction and
electrical industries. While the curing of unsaturated polyesters with styrene
and methyl methacrylate has been well studied, the use of unsaturated car-
boxylic acids as curing agents has not been reported. This work investigates
the physicochemical properties of polyethylene glycol maleate (p-EGM) so-
lutions in acrylic acid (AA) and their cured products, demonstrating the po-
tential of the p-EGM—AA system as a binder for filled materials.

Polyethylene glycol maleate was synthesized by polycondensation of eth-
ylene glycol and maleic anhydride in the presence of ZnCl. catalyst at 150—160
°C, yielding 98% product with an average molecular weight of ~1232 Da and
unsaturation degree of 89% (bromide-bromate method). Solutions of p-EGM in
AA at different mass ratios (60:40, 70:30, 80:20) were prepared, and viscosity
and density were measured. Curing was performed at 293 K using a cold-initiat-
ing system based on benzoyl peroxide and dimethylaniline, followed by purifica-
tion with dioxane. The composition of the copolymers was determined by high-
performance liquid chromatography (HPLC), yields were measured gravimetri-
cally, and functional group identification was carried out using IR and NMR
spectroscopy[5,6]. Volumetric shrinkage was calculated from density data, and
surface morphology of cured products was examined by SEM at nanometer res-
olution.

Solutions of p-EGM in acrylic acid were prepared in different mass ra-
tios (60:40, 70:30, and 80:20). These mixtures were analyzed for viscosity
and density, both of which increased systematically with higher polyester
content: at 60% p-EGM, viscosity and density were the lowest (294.3 mPa-s;
1.2069 g/cm?), while at 80% p-EGM they reached maximum values (736.8
mPa-s; 1.2412 g/cm?). Such tunability of viscosity and density is of practical
significance, since it allows tailoring of resin formulations for specific tech-
nological processes, including casting and molding of bulk products. The co-
polymers obtained were insoluble, indicating the formation of a crosslinked
three-dimensional network. HPLC showed that the composition of the cured
products closely corresponded to the initial ratios of p-EGM and AA, and the
yield exceeded 89%, which demonstrates the efficiency of the curing process.
Moreover, the degree of unsaturation of the copolymers was directly propor-
tional to the content of p-EGM, ranging from 37.7% to 54.8%, confirming
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that polyester concentration has a defining role in the structural characteris-
tics of the resulting networks. The chemical structure of the cured products
was investigated using IR and NMR spectroscopy. IR spectra confirmed the
presence of residual double bonds and carboxyl groups, while NMR analysis
indicated a predominance of cis-isomerism in the polymer backbone. These
findings prove that the cured copolymers retain a certain level of unsatura-
tion, which may influence their reactivity and mechanical performance. Im-
portantly, the degree of retained unsaturation provides a potential for further
chemical modification of the cured materials.

The technological properties of the resulting polymers were also thor-
oughly evaluated. One of the key findings was the low volumetric shrinkage
of the cured systems, which did not exceed 10%. For pure p-EGM, shrinkage
was as low as 4.4%. This is an important characteristic for practical applica-
tions, since low shrinkage prevents the formation of internal stresses, cracks,
and warping in bulk polymer products. The swelling degree was also strongly
dependent on the p-EGM/AA ratio: it decreased significantly as polyester
content increased, from 144.6% in AA-rich copolymers to only 12.8% for
pure p-EGM.

Surface morphology studies showed that acrylic acid increases porosity
and water absorption, while higher p-EGM content yields denser, less porous
structures with improved hydrophobicity. These differences determine appli-
cation: porous materials suit filtration and sorption, whereas dense copoly-
mers are preferable for construction and protective coatings. The analysis of
the obtained results concerning the physicochemical properties of polyeth-
ylene glycol maleate (p-EGM) solutions in acrylic acid (AA) of various com-
positions, as well as the properties of their cured copolymers, clearly
demonstrates the potential of this binary system for practical applications in
the production of filler products. What is especially noteworthy is that the
proposed system requires only a minimal amount of mineral bulk fillers,
which makes it both technologically and economically advantageous. The
study revealed that the viscosity and density of the solutions increase with the
concentration of p-EGM, indicating high sensitivity of their structure to pol-
yester content. This allows tuning the rheological behavior to technological
needs. Cured copolymers from solutions with higher p-EGM content show
greater density and unsaturation, enhancing their stability and durability.

The analysis of volumetric shrinkage and swelling revealed that higher
p-EGM content reduces water sorption, with the copolymers overall showing
low moisture uptake and hydrophobic character, which enhances their re-
sistance to environmental factors and durability. It is also worth emphasizing
that in the studied binary system acrylic acid plays a dual role — serving both
as a solvent and as a curing agent. Owing to this, the resulting cured products
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show relatively low values of volumetric shrinkage, not exceeding 10%. Such
a parameter is highly desirable for industrial applications, since excessive
shrinkage often leads to the formation of internal stresses, microcracks, and
dimensional instability of the material. The obtained experimental values can
be regarded as key indicators when evaluating the suitability of polymer so-
lutions for the production of filler and construction materials. Among the
most promising applications is the production of polymer tiles and other bulk
construction products, where both mechanical reliability and chemical re-
sistance are crucial. Based on the conducted studies, the most preferable com-
position, providing the optimal balance of physical and chemical properties
(including high density, low swelling, and pronounced hydrophobicity), cor-
responds to the p-EGM—AA solution with a mass ratio of approximately
80:20. This composition, due to its improved set of characteristics, can be
considered a promising candidate for use as a thermosetting polyester binder
in the manufacture of durable filler products with reduced dependence on
mineral additives, which opens the way for its application in modern con-
struction and related industries.
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Abstract. In modern times, waste management has become one of the
most pressing environmental and economic problems worldwide. According
to the 2024 report of the United Nations Environment Program, the world's
solid waste is projected to increase from 2.1 billion tons in 2023 to 3.8 billion
tons by 2050. In Azerbaijan, as a result of population growth, accelerated
urbanization and increased consumption levels, the volume of solid waste is
increasing year by year. The country receives daily solid waste, of which 25%
is recycled. However, this figure is very low compared to the average of
48.6% in the European Union countries. This situation creates serious prob-
lems from both an ecological and economic perspective.

Keywords: waste, efficiency, recycling, ecological, income, savings.

Thousands of tons of household waste are generated in Azerbaijan
every day, and a large part of it is accumulated in landfills. This waste releases
harmful substances into the soil, water sources and the atmosphere, creating
serious environmental problems. Proper waste management is vital for pre-
serving the ecological balance of the Caspian Sea.

The recycling process offers great economic advantages. Firstly, it re-
duces dependence on raw material imports and stimulates local production.
Secondly, it leads to the creation of new jobs - in the areas of collection, sort-
ing, processing and sale of household waste. Thirdly, it significantly reduces
the costs of maintaining landfills.

The production of biogas from organic waste, recycled paper from pa-
per and cardboard, and new products from plastic allows for more efficient
use of the country's energy and material resources. This is especially im-
portant in the context of the country's diversification strategy.
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Baku and other large cities have a high population density and the de-
mand for landfill space is increasing. Recycling significantly alleviates this
problem and improves the quality of living areas around the city.

Azerbaijan is a party to international environmental agreements and
must improve waste management in order to achieve sustainable develop-
ment goals. This is also an important step in the process of harmonizing with
EU standards.

The formation of a recycling culture contributes to increasing environ-
mental awareness in society and preserving a cleaner environment for future
generations. For these reasons, the establishment and development of a waste
recycling system in Azerbaijan should be considered a national priority.

There are 2,540 garbage collection points in Baku city and three land-
fills are located in Sabunchu, Surakhani and Garadagh districts. The Bala-
khani city waste disposal landfill, which has been operating since 1963, is the
largest among them. The composition of solid household waste generated in
Azerbaijan is as follows:

e Organic waste: 45-50%

e Paper and cardboard: 15-18%

e Plastic: 12-15%

o (Glass: 8-10%

e Metal: 3-5%

e Textiles and other materials: 10-12%

It is noted that humanity currently produces approximately 2.3 billion
tons of solid waste. 4000-4500 tons of solid household waste are generated
daily in Baku, and 9500-10000 tons in Azerbaijan. Taking into account the
economic, social, and ecological importance of their management, in accord-
ance with the Decree of the Head of State "On Improvement of Municipal
Waste Management in Baku" dated August 6, 2008, "Tamiz Shahar" OJSC
was established on March 12, 2009. A waste incineration plant and a solid
waste sorting facility were built in Balakhani settlement. Currently, the exist-
ing infrastructure in the country consists of the following:

e Energy Recovery Plant: 500,000 tons of solid municipal waste per
year, 10,000 tons of clinical waste; 231.5 million kWh of electricity produc-
tion per year;

e Material Recovery Facility (sorting line);

¢ Balakhani Eco-Industrial Park.

The Law of the Republic of Azerbaijan "On Waste" and the National
Strategy "Improving Solid Waste Management in the Republic of Azerbaijan
for 2018-2022" constitute the legal basis for solid waste management. Cur-
rently, the application of the principle of Extended Producer Responsibility
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and the draft law "On Packaging and Packaging Waste Circulation" are being
discussed.

The main investment directions for the development of the solid waste
recycling industry can be divided into two: the provision of technological
equipment and the development of infrastructure. The provision of techno-
logical equipment includes the construction of modern sorting lines and plas-
tic recycling facilities, while the development of infrastructure mainly
includes the modernization of collection and transport systems, storage facil-
ities and utilities.

Referring to the facts, it can be said that in 2020 the direct global cost
of waste management amounted to approximately 252 billion US dollars. Di-
rect revenues from recycling amounted to $50-80 million per year from the
sale of recycled materials, $20-30 million from energy production (biogas,
etc.) and $15-25 million from compost sales. In addition, indirect savings,
including a reduction in landfill costs of $40-60 million and health costs of
$25-35 million, were noted.

With the establishment of a new recycling plant, more than 130 people
were created with government contracts and health insurance. The develop-
ment of the recycling industry can create 15,000-20,000 new jobs. It should
be noted that globally 19% of waste is recovered through recycling and com-
posting. The resource saving effect of recycling is estimated at approximately
50-70 million m? per year for water resources, 200,000-300,000 m* per year
for forest resources, and 500,000-800,000 tons per year for wood and mineral
raw materials.

Taking into account the above, the establishment of modern sorting cen-
ters in Baku and Sumgayit cities in Azerbaijan, the establishment of plastic
and paper recycling plants, and the expansion of organic waste composting
systems have been identified as short-term priorities for 2025-2027. A num-
ber of institutional reforms should also be implemented during this period.
Thus, the implementation of the Extended Producer Responsibility concept,
which covers all stages of the production cycle - design, production, use and,
finally, waste management, is considered important, as is the phased imple-
mentation of the waste separation system and the implementation of the prin-
ciple of producer responsibility.

Within the framework of medium-term goals, it is planned to increase
the recycling rate to 15-20% in 2027 and to 30-35% in 2030. In addition,
active work is underway to create a modern infrastructure for waste collec-
tion, sorting and recycling in the liberated territories. Nine landfills for solid
waste disposal are planned to be created in Karabakh and East Zangezur

Consequently, long-term prospects imply the adoption of the "Zero
Waste - Baku" initiative within the framework of the transition to a circular

22



Hayunwiii ghopym:
Ne 8(87), 2025 e. HUnnosayuonnas nayka

economy, the development of public-private cooperation models, as well as
the implementation of the tasks of effective use of export potential.

From the perspective of global experience, it can be noted that, based
on the European Commission's Waste Framework Directive, European Union
(EU) member states will have a legal obligation to recycle (or prepare for
reuse) 60% of waste by 2030. By 2035, they will have to reach the 65% target.
In accordance with the EU Landfill Directive, EU countries must ensure that
the amount of waste sent to landfills is reduced to 10% of total waste by 2035.

The development of solid waste recycling in Azerbaijan has high effi-
ciency from both an economic and environmental perspective. By taking
measures to control, prevent and manage waste, it is expected that annual
costs can be limited to 270.2 billion US dollars by 2050. The establishment
of a plastic waste recycling and hose production facility for technical water
supply in Sheki city, a plastic recycling facility and bioenergy production fa-
cilities in Sumgayit city are currently important and effective investment
measures. Their successful implementation is based on technological deci-
sions such as the application of artificial intelligence technologies in sorting,
the development of blockchain-based tracking systems and mobile applica-
tions.

Currently, within the framework of the "Clean Gala" project, a system
of collection and disposal of household waste is being organized in the terri-
tory of the historical Gala village, voluntary initiatives are being supported,
and within the framework of the "My Clean Country" pilot project, plastic
containers collected in special containers placed in parks, residential areas
and universities are being recycled. According to preliminary estimates, the
implemented and planned measures can bring a total economic benefit of
200-300 million manats per year, create 15,000-20,000 new jobs and increase
GDP. As for environmental benefits, it is projected that 1.1-1.7 million tons
of CO: emissions will be reduced per year, protect and sustainably use natural
resources, and restore ecological balance.

The effective implementation of solid household waste recycling is an
important step for Azerbaijan to achieve its sustainable development goals
and transition to a green economy. Azerbaijan has adopted a green develop-
ment course as one of the main goals in its national priorities, which means
transition to a green economy. For this process to be successful, coordinated
cooperation between the state, the private sector and society is necessary. The
development of recycling is not only an ecological necessity for Azerbaijan,
but also a great economic opportunity. With a properly planned and phased
implementation strategy, the country can become a regional leader in this area
by 2030.
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